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Summary

Although an act of nuclear terrorism is of very ogen probability in Pakistan, nevertheless, an
attempt has been made to review the pre and pb%ttBfeat of nuclear terrorism and its impact on
Pakistan. A hypothetical case study has been mhdesabotage on radioactive consignments during
transportation within the city of Karachi and Lab@nd possible consequences were assessed using
Hazard Prediction and Assessment Capability (HP@&&puter code. Pakistan’s response to nuclear
terrorism and the further need of improvements Iesn discussed. The controls around various
nuclear installations and radiation facilities iakistan are enough to deter and delay a terrdtestia

and any modified diversion would be detected inlyeatages. Therefore, fabrication of a
Radiological Dispersion Device (RDD) and WMD is wmety attractive to a terrorist group in general
and specifically within the context of Pakistan.
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Introduction

The human desire to attain a better standard d@fgliin terms of comfort of life has led to a
concurrent demand for more energy. With conventiaoairces of energy fast depleting, several
countries embarked upon nuclear energy progranmstreacting nuclear power plants (NPPs). As of
December 2005, 443 NPPs with generating capaafi@0 GWe are operating in 31 countries. In
addition, 27 NPPs with total generating capacitie®2 GWe are under construction in 11 countties.
The reactors discharge irradiated fuel no longée &b economically sustain a chain reaction. The
spent fuel contains fission products generatingehactivities and producing heat energy initially
after discharge. Except for possible reprocessihig, fuel must eventually be removed from its
temporary storage location at the reactor sitelnglaced in a permanent repository. In addition to
NPPs, many more have research reactors (of whiaate thre approximately 550 in the world) and a
very large number use other nuclear technologmegaiticular, sealed radiation sources.

The nuclear and radioactive sources, the facilli@ssing such materials including spent fuel sterag
and fuel cycle facilities have become an urgentremwf global concern from the nuclear and
radiological terrorism perspective since the trggetlSeptember 11, 2001. These concerns vary on
the basis of risk of nuclear terror acts. According’he Four Faces of Terrorisma risk reduction
strategy must consider the consequence and priapdhdtors of nuclear terrorism. This stems from
two assumptions in nuclear terrorism. First, mookattack with the gravest consequences are the
most difficult to execute because of robust physicatection measures (e.g. NPPs and associated
facilities) and thus less likely to occur. Secoattacks with the least consequences are the most
likely to occur because of less stringent secumiyasures compared to nuclear installations (e.g
industrial radiography sources in transportation)lfprovised Nuclear Device (IND) while clearly
more effective in terms of destruction than a Riadjical Dispersion Device (RDD), is more
complex and therefore a less likely approach. H@rewmost of the nuclear facilities around the
world, including in the US, would not be able t@yde a reliable defense against attacks as laage a
terrorists have already proved that they can mdiacording to the Lugar Survey, the possibility of

a WMD attack against a city or other target somewlie the world is real and increasing over time.
The median estimate of the probability of a radiatal attack over ten years was twice (40%) as
high as the estimate for a nuclear or biologictckt during the same periddhus a strategy should
reduce the consequences of those nuclear attaakardthe most likely and limit the probability of
attacks with the highest consequerites.

Given the above considerations, the present papeftybreviews Pakistan’s vulnerability to nuclear
terrorism and the consequences during movemenadibactive materials through two possible
hypothetical case studies. The first is a succegtsforist attack on Spent Nuclear Fuel (SNF) clgiri
transportation and shipment. This scenario is eebably because of expected physical protection
measures and SNF shipments are not anticipateldeimear future in Pakistan. The second is the
more likely of the two, a terrorist attack on higttivity radioactive sources being transported wwvith
Pakistan.

1 |AEA Nuclear Power Reactors in the World, Referdbata Series No,2April 2006, fttp://www-
pub.iaea.org/MTCD/publications/PDF/RDS2-26_web) pdf

2 Matthew Bunn and Anthony WieSecuring the Bomtohn F. Kennedy school of Government Harvard ehsity, July
2006, bttp://www.nti.org/securingtheborb

3 Richard G. LugarThe Lugar Survey On Proliferation: Threats andf&sesJune 2005,
(http://lugar.senate.gov/reports/INPSurvey) pdf

* Charles Ferguson and William Pottegur Faces of Nuclear TerrorisngCenter for Nonproliferation Studies: Monterey,
CA, 2004), p5
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Nuclear Terrorism and Pakistan’s Vulnerability

The threat of terrorism and possible use of Nug¢lB&logical, and Chemical (NBC) Weapons by
terrorists was not ignored by many experts. On M&0, 1995, the unimaginable Tokyo subway
attack made the threat real. Five coordinated kdtegleased sarin gas on several lines of the Tokyo
subway, killing twelve people and injuring nearlyeothousand othersThe attack caused massive
disruption and widespread fear in a society thas yweeviously perceived to be virtually free of
crime. Considering such risk, the security levelsnaclear power plants and facilities housing
nuclear and other radioactive materials were auggderstill, Americans found the idea of large
scale terrorist attacks inconceivable prior to Seyiter 11tH.

Richard Falkenrath, in his bodkmerica’s Achilles’ Heelrecognized the vulnerability of the US to
Nuclear, Biological, and Chemical (NBC) terrorisile elaborated the consequences of an NBC
attack as: massive causalities, contamination, cpatégraded response capabilities, economic
damage, loss of strategic position and social-psipgfical damage and political chanyé recent
report prepared by Nuclear Consultants of Large s&dktiates cited a October 16, 2005 news report
entitled “Nuke Bomb Plot” revealing that a group tefrorists acquired detailed plans of Britain's
most sensitive nuclear sites and were planningrartattack on a major nuclear target in the UK.
another event on March 22, 2006, BBC News repoftést of Terror targets Revealed” where a
suspected terrorist was allegedly involved in at pto buy a "radio-isotope bomb". The Sunday
Morning Herald on January 6, 2007 reported, “StoAerstralian Army rocket launchers are in the
hands of a home-grown terrorist group which planteedse them to attack Sydney's Lucas Heights
nuclear reactor, police allege.” (See Figure 2.1)

Dr. Charles D. Ferguson commented, “The good newisat the rockets would not have done much,
if any, significant damage to the reactor. The bads is that the emerging details of the case point
to the harm that insiders can perpetrate. If Alistrmoves forward with ambitious plans - as
proposed in the controversial Switkowski reporb-build 25 nuclear power reactors by 2050, it
should take adequate precautions to guard agaitesinal and internal security threafstle further
argued that the Australian Defense Forces havendoaé shoulder-fired Javelin "fire-and-forget"
missiles that have lock-on targeting and infra-feight-time) guidance and such a long-range and
highly penetrating missile fired more than a kikisr away could have penetrated the relatively thin
shell of the shipping casks.

YSarin, also known by its NATO designation of GBI&propyl methylphosphonofluoridate), is an extegyrtoxic
substance whose sole application is as a nerve.agea chemical weapon, it is classified as a weagf mass destruction
by the United Nations according to UN Resolutioi7 68nd its production and stockpiling was outlawgdhe Chemical
Weapons Convention of 1993.

5 Graham AllisonBulletin of Atomic ScientisSeptember/October 200®ti{p://www.thebulletin.ory

% Richard A. Falkenrath, Robert D. Newman, and Brad\. Thayer America's Achilles' Heel: Nuclear, Biological, and
Chemical Terrorism and Covert AttadMIT Press: Boston, 1998)

7 Large Associates “Risks and hazards of transpontaf spent fuel in the UK,” (London, 27 March(H)

8 Interview, Dr. Charles Ferguson, Washington, DsRary 8, 2007
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Figure 2.1: Lucas Heights Nuclear eactor, ourcé%unday Morning Herald?

Getting hold of a nuclear weapon or successful iaggpn of nuclear material and detonation of an
IND by terrorists could turn a modern civilizationto a smoking ruif® Dr. Charles Ferguson
outlines nuclear terrorism in four approaches:
= Theft and detonation of an intact nuclear weapo@N
» Theft or purchase of fissile material leading te thbrication and detonation of a crude
NW- an improvised nuclear device (IND).
= Attacks against and sabotage of nuclear facilitreparticular NPPs, causing the release
of large amounts of radioactivity.
» Unauthorized acquisition of radioactive materiatmtcibuting to the fabrication and
detonation of a Radiological Dispersion Device (RB® “dirty bomb”-or radiation
emission device (RED}.

Any successful attack based on the above poswbilivould have catastrophic and far reaching
consequences. The damage that can be done byearédegse of fission products was demonstrated
by the April 1986 Chernobyl accident. More than 000 residents from 187 settlements were
permanently evacuated because of contaminationsh$3C. Strict radiation-dose control measures
were imposed in areas contaminated to levels gréime 15 Ci/krfi (555 kBg/m2) of Cs-137. The
total area of this radiation-control zone was huf®000 krf, equal to half the area of the State of
New Jersey. During the following decade, the padjutaof this area declined by almost half because
of migration to areas of lower contaminatidrBeyond contamination, Graham Allison cited in his
article that researchers at RAND, a US governmenddd think tank, estimate that a nuclear
explosion at the port of Long Beach in Californiauld cause immediate indirect costs worldwide of
more than $3 trillion and that shutting down all p&ts would cut world trade by 10%%.

®Les Kennedy and Craig Skehan, “Nuclear plant tafigrestolen rocket launchers, police alleggiinday Morning Herald
6 January 2007 htp://www.smh.com.au/news/national/nuclear-plamtyet-for-stolen-rocket-launchers-police-
allege/2007/01/05/1167777281891.html

19 Graham T. AllisonNuclear Terrorism(2004) and Peter R. Beckman etNdiclear Weapons, Nuclear States and
Terrorism 4th E¢l2007.

11 Charles D. Ferguson et. Alhe Four Faces of Nuclear TerrorisiiWashington, DC, The Center for Nonproliferation
Studies, 2004)

12 7hang, Hui. "Radiological Terrorism: Sabotage p&st Fuel PoolsINESAP: International Network of Engineers and
Scientists against Proliferation no. 2Rec. 2003), pp75-78h{tp://www.inesap.org/pdf/INESAP Bulletin22.pdf

13 Graham AllisonBulletin of Atomic ScientistSeptember/October 200&ittp://www.thebulletin.ory
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The UN Secretary General Kofi Annan said:

Perhaps the thing that it is most vital to deny terrorgtsess to nuclear materials. Nuclear
terrorism is still often treated as science fiction. | wislere. But, unfortunately, we live in a
world of excess hazardous materials and abundant technologioal-How, in which some
terrorists clearly state their intention to inflict catastropbasualties. Were such an attack to
occur, it would not only cause widespread death and destruttimnvould stagger the world
economy and thrust tens of millions of people into giceerty. Given what we know of the
relationship between poverty and infant mortality, any nudkgaorist attack would have a second
death toll throughout the developing wotfd.

Nuclear terrorism can be a real threat to Pakideakistan has dealt with terrorism for some time,
with much of the root cause from the Soviet invasid Afghanistan in 1979. The Soviet Union’s
departure in 1989 promoted further unrest as ithehind an enormous arsenal of heavy weapons
and an internal conflict in Afghanistan that follesk Pakistan’s renewed alliance with the US after
9/11 has increased the threat of terrorism. Gerieeadez Musharraf, President of Pakistan, in his
recent book, describes the current situation starkl

A deadly al Qaeda terrorist network entrenched itself immajor cities and the mountains of
tribal agencies on our western border with Afghanistarulfuee of targeted killing, explosives,
car bombs, and suicide attacks took rgot.

Major attacks continue in Pakistan, including theent suicide bomber who killed at least 42 soddier
in Dargai® However, Pakistan had previously experienced sumbents of terrorism but these were
very target specific and mostly in retaliation tomse action taken domestically or outside our
country. None of the terrorist action was desigtteklill populations en-masse or to cause panic on a
large scale. No such terrorist action was everctie towards any nuclear installation, radiation
facility or other hazardous industry. However, armde in strategy of terrorists cannot be totally
ignored.

As the threat of global terrorism has grown solas the Government of Pakistan’s nuclear power
program. Today it envisages an expansion in itdeangower program from its current production
capacity of 437MWe to 8,800 MWe by 208Besides NPPs, two research reactors, one comrhercia
irradiation plant (PARAS) at Lahore, and numeroigh hactivity radioactive sources are being used
for R&D, commercial industrial, and medical purpas€he vulnerability of these facilities to nuclear
terrorism cannot be ignored, especially in the eniricontext of Pakistan’s active participation with
US and Western Allies in the War on Terror.

Availability of Nuclear Material and Radioactive \Boes

Today, there are hundreds of tons of nuclear najemdt just in the former Soviet Union but in

dozen of countries around the world, that remaimgdaously vulnerable to theft. As a part of Nunn-
Lugar and other initiatives, the US has secured 5#%e buildings housing such materials, leaving
still substantial work needed to be completed keefive target completion year 2088Stocks of

14 Secretary-General Kofi Annan, Keynote addresgrhational Summit on Democracy, Terrorism and SgguMadrid,
Spain October 3, 2005, UN Press release SG/SM/@i&x//www.un.org/News/Press/docs/2005/sgsm975 7htior

15 General Pervez Musharrd, the Line of Fire: A Memoir by President of Pa#is (Simon & Schuster, London, 2006)
16 pakistani Newspaper Dawn dated November 9, 20@6x: fwww.dawn.com.pk

" PNRA Report 2001 — 2005t{p://www.pnra.ord)

18 Matthew Bunn and Anthony WieGecuring the BomtExecutive summary p i
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fissile material in the US, in-spite of higher setyumeasures compared to other states, may be
vulnerable to attack because of flaws in protectheasures? In a subcommittee hearing on April
27, 2004, an official of the National Nuclear SétguAgency (NNSA) of the US Department of
Energy (DOE) admitted that Y-12, where the US maauires and maintains the world’s largest
repository of 400 MT of HEU, has “some of the mdificult security problems in the complex. Its
facilities were built in the early days of the cal@dr with no thought of the kind of threat we have
now.”® Richard Levernier, a security specialist with B@E, in an interview in 2003 said “in more
than 50% of our tests at the Los Alamos facilitg, got in, captured the plutonium, got out agaiml an
in some cases didn't fire a shot because we dahcbunter any guard$®

Several incidents of theft involving radioactive tetéals have been reported. One of the most
dangerous occurred in 2003 with the theft of thoééhe world’s most potent radioactive sources-
Russian “nuclear batteries”- each with the radigagbotential to make an urban area the size of the
District of Columbia uninhabitable. Fortunatelyietves discarded the radioactive materials, retginin
their pure metal container housing, which they pihto sell as scr&p.Nineteen individuals were
arrested in August 2003 in Ontario, Canada on @saod conspiring to destroy a NPP on the shore of
Lake Ontario. This reflects the interest of tesbrrganizations in exploiting nuclear facilities t
cause grievous harm to the US and its frigfids.

According to the International Atomic Energy Agend#EA) database on lllicit Trafficking, there
have been 827 confirmed incidents of illicit traking incidents through December 31, 260®f

the 827 confirmed incidents, 224 incidents involvetlear materials, 516 incidents involved other
radioactive materials, mainly radioactive sourc®§, incidents involved both nuclear and other
radioactive materials, 50 incidents involved radtoeely contaminated materials, and 11 incidents
involved other materials. Of 224 incidents, sixteemfirmed incidents involved trafficking in HEU
and Pu. A few of these incidents involved seizufekilogram quantities of weapons usable nuclear
material but the majority involved very small quias.

The nuclear proliferation by A.Q. Khan was the mestious case in recent years. President
Musharraf wrote:

I can say with confidence that neither the Pakigtany nor any of the past governments
of Pakistan was ever involved or had any knowledigé.Q.’s proliferation activities.”
He further wrote: “There is little doubt that A.Qvas the central figure in the
proliferation network, but he was assisted overyiaars by a number of money-seeking
freelancers from other countries, mostly in Eurojme manufacturing, procuring and
distributing, to countries like Iran and Libya néés and components related to
centrifuge technolog$’

Radioactive sources are widely used in almost eweyntry in various applications (industrial,
commercial, medical, research and development ®fthe facilities housing radioactive materials

19 Jacquelyn S. Porth, “US Goal: Keep Weapons of Nlesstructions Out of Hands of Terrorist2002 United States
Special Weapons Nuclear & Missile Proliferation Netarch 13, 2002h{ttp://www.fas.org/news/usa/2002/index.hfml
20 Reported by the Bulletin of Atomic Scientists, awer/December 2006

21 Graydon Carter, "Homeland Insecurity/anity Fair, (New York: November 2003, 519), p64

22 FergusonFour Faces,

2 |bid

24 |AEA, Fact sheet 2005: lllicit Trafficking and Other Urthorized Activities involving Nuclear and Radioaeti
Materials, (http://www.iaea.org/NewsCenter/Features/RadSouPEdsfact_figures2005.pylf

% Musharaff, p293

8 FergusonFour Faces
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have lighter physical protection measures as coadpdo nuclear facilities and therefore the
probability of terrorist hauling away with such soes cannot be ignored. Besides half-life, the
activity content of a source and its relative dispbility determine relative security risk. High

activity sources which have been classified as highks include radioisotope thermoelectric

generaggrs (RTGs), commercial irradiators, mediadiotherapy sources, and industrial radiography
sources.

Spent Nuclear Fuel (SNF) and Radioactive Sources

Among these various options and given the tightisgcaround nuclear power plants, terrorists can
target spent nuclear fuel and high activity radiv@acsources in transit as it can be a rich ang eas
radiological dispersion device (RDD). Consequerafesich an attack could be disastrous. The 400
power reactors located worldwide produced aroursl(® tons of spent fuel by 2003, which will
increase to about 340,000 tons by 2010 and to a&000 by 2020. The bulk of SNF (in tons) has
been generated by the US (42,710), United Kingdéin4@0), Canada (27,860) France (30,480),
Russia (17,860), Japan (17,450), and Germany (R,6&fkistan has generated around 240 tons
through 2000. This figure will swell with the op&am of two nuclear power plants to 1,180 tons by
20207 Spent fuel from a nuclear reactor is the mostoactive type of material and constitutes most
of the high level waste type produced by a readtds. very hazardous, highly radioactive, and hot
from the energy released by radioactive decay.

Of the millions of radioactive sources used worldgvin various applications, perhaps only several
tens of thousands of these sources are classifigdgh risk sources because of their high activity,
portability and dispersibilitﬁ? Among various radioisotopes, Co-60, Cs-137, Ir;12290, Am-241,
Cf-252, Pu-238 and Ra-226 are sources of greatssiriy concerri® Besides NPPs and two
research reactors, numerous high activity radivactources are being used for R&D, commercial
industrial and medical purposes in Pakistan. Appatg steps have been taken for the last 20 years t
ensure proper tracking of all radioactive soureepdrted into Pakistan (Fig 4.1). Less than 6% of
these sources fall within the radioactive sourdassifications of category 1 and 2 of IAEA (Fig .2
The sources imported into Pakistan have found egjidins in cancer treatments, R&D, industrial
applications etc (Fig 4.3). All the radioactive sms are under strict regulatory control right from
import until their disposal.

27| AEA Safety Standards: Categorization of RadioacBources for protecting people and the environmiémt RS-G-1.9,
Safety Guide
2 Charles McCombie and Bengt Tveitdtyclear Waste Management Organizatidane 2004. Table 2.1,
(http://www.nwmo.ca/Default.aspx?DN=397,211,199,IDgtument}
9 Charles D. Ferguson, Tehseen Kazi and Judith Reoramercial Radioactive Source: Surveying the SgcRisks
gg:entre for Nonproliferation Studies: Washingto;,[2003)

Ibid
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Pakistan Nuclear Regulatory Authority (PNRA) haserbeapplying stringent measures for
administrative and engineering controls over swadtioactive sources from cradle to grave by the
licensees. The security of radioactive sourcesigsieed through periodic physical verifications and
regulatory inspections.
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Shipping Container Design

IAEA transport regulations require that spent ftrahsportation casks be evaluated for a series of
hypothetical accident conditiodsThese include a 30 ft (9 m) drop test, a 40 im{1pin puncture
drop test, and a fully engulfing fire with an avgedlame temperature of 1475°F (800°C) for a period
of 30 minutes. In addition, the undamaged contaimnsystem of a cask must be designed to
withstand an external water pressure of 290 pMRP2) for a period of no less than one hour without
collapse. Casks must maintain shielding and ctlitjcaontrol functions throughout the sequence of
hypothetical accident conditiofs.In the US the NRC-approved spent fuel transpamaiiask
includes the HOLTEC HI-STAR 100 and the TransNucl&l-68 rail transportation cask.In
Canada, transportation casks have been designetitufie and rail transport. These include two
designs for transporting Canadian used fuel, theC Bd the Irradiated Fuel Transportation
Container (IFTC) (Fig5.1). The IFTC is a rectangwask made of stainless steel with dimensions of
1566 mm x 1881 mm x 1697 mm. The wall thicknes2Ggmm and can hold 2 modules (196 fuel
bundles) for road transportatidh.IFTC has been designed for transportation of Butes (192 fuel
bundles) for road transportation and each bundi¢ains 19kg of U?

British Nuclear Fuels (BNFL) designed, licensed] aarrently owns and operates a fleet of Excellox
casks. BNFL ships SNF for the United Kingdom, coetital Europe and Japan for reprocesding.

Figure 5.1 Ontario Power Generation’s Irradiated Fuel
Transportation Container
Courtesy NWMO August 2003 by Amair Hussain & KwanGihoi

Design features such as cask materials, its thgskneavity and overall diameter are especially
important for assessing the vulnerability of SN aLW shipments to terrorist attacks. Different

31 IAEA, Safety Standards Series: Regulations for the Safesport of Radioactive Materigll996 Edition), As Amended
2003, Safety Requirements, No. TS-R-1

32 See Figure 5.1: Typical design of a SNF Cask

33 Christopher S. Bajwa, Harold E. Adkins, and JutithCuta,Spent Fuel Transportation Cask Response to a Tufire!
Scenarig (U.S. Nuclear Regulatory Commission, Washingfg. and Pacific Northwest National Laboratory, iRénd,
Washington,) lfttp://www.nei.org/documents/NRC_Baltimore_Tunnéte FStudy.pdf

34 Aamir Husain & Kwansik Choi, Kinectrics InStatus of storage, disposal and transportation awwrs for the
management of used nuclear fuligust 2003. Http://www.nwmo.ca/default.aspx?DN=244,237,199,p0,1

% |bid, and Chemical Technical Divisio®RNL/TM-135020ct 20 1997

36 BNFL, MOX Fuel Voyage Briefing Not2p02, fttp://www.bnfl.com/UserFiles/File/151_1.9df
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shipping container designs could perform very déffély in response to an attatkRussia is
working to develop a next-generation SNF storagesport, and disposal cask system that meets
modern-day requirements. Their requirements for ¢hsks are nearly identical. The leading
candidate material is DUO2-steel cermets. Bencleskboratory studies of this new radiation
shielding material are nearing completion, andf#i®ication and testing of Ya-scale demonstration
casks is planned. This new material in the casbrefincreased protection against rocket and missile
attack. Thus, these new casks have the potentigufoerior resistance to terrorist assault compared
with conventional SNF pool storade.

Concern over Spent Fuel Transportation

Materials like spent nuclear fuel and high activdgurces under movement are much more difficult
to defend from adversaries than materials in fidedations. Terrorist attacks against the
transportation of radioactive material can occunadt anywhere in any industrialized country.
Transporting thousands of shipments of nuclearavastoss a country would provide thousands of
targets for terrorists, putting millions of peoglerisk along the transportation routes. Spent i@iel
highly vulnerable and there are several tacticsotists can use with a higher-than-anticipated
probability of breaching a shipping ca$k.

Many are confident that the casks offer sufficigrdtection. Gail Marcus, former president of the
American Nuclear Society, testified that the sagaures that render casks highly resistant to
highway and rail accidents tend to make them diffitargets for an attack The National Research
Council also assessed the vulnerability of spesitifutransit and concluded that “spent fuel tramsp
containers are very robust and appear to offedaimrotection against terrorist attack. Studiegtan
vulnerability of spent fuel transport containersatotage suggest that relatively little or no
radioactivity would be released in the event céradrist attack*! United States General Accounting
Office also made an assessment:

The likelihood of widespread harm from a terrorist attack severe accident involving commercial
spent nuclear fuel is low, according to studies conductdd®y and NRC. Largely because spent
fuel is hard to disperse and is stored in protectiveatoaits, these studies found that most terrorist
or accident scenarios would cause little or no release of mgntvith little harm to human health.
Some assessments found widespread harm is possiblecenidén severe but extremely unlikely
conditions involving spent fuel stored in storage poék part of its ongoing research program and
to respond to increased security concerns, NRC has onguinganned studies of the safety and
security of spent fuel, including the potential effects oferextreme attack scenarios, including
deliberate aircraft crashés.

37 Terrorism Considerations in the Transportation pe8t Nuclear Fuel and High-Level Radioactive Waste
(http://www.ciaonet.org/cbr/cbrO0/video/cbr_ctd/ottd 09.htm)

% M. Jonathan Haire and Charles W. Forsb€twaracteristics of Next-Generation Spent NucleaelRGNF) Transport
and Storage Caskg§Oak Ridge National Laboratory, Oakridge, TN 02
(http://www.ornl.gov/~webworks/cppr/y2001/pres/121 358)

% Terrorism Considerations in the Transportation pe8t Nuclear Fuel and High-Level Radioactive Waste
(http://www.ciaonet.org/cbr/cbr00/video/cbr_ctd/otid 09.htm) and Large & Associates

0 Dr. Gail H. Marcus, Written testimony on nuclearisportation submitted to the Senate CommitteErmrgy and
Natural Resources, May 22, 2008ttp://www.ans.org/pi/news/d-1022187916

41 Committee on Science and Technology for CounteFieorism,Making the Nation Safer: The Role of Science and
Technology in Countering Terroris(iational Research Council , 2002) p48

“2 United States General Accounting Offi@&AO-03-426: Spent Nuclear Fuel: Options Exist tother Enhance Security
July 2003
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Such a scenario involving Castor V/19 (PWR) andMBWR) were theoretically studied. The study
was based on a scenario in which a large commatitlaler crashed into a storage facility housing
135 SNF casks containing 170 MCi of Cs-137. A &resued and burned for three to five hours at
1000 OC. It was estimated that about 0.04 MCi 6fLl@% would be releaséd A still larger release
could occur if a cask were attacked in such a waytoainitiate and sustain combustion of the
zirconium cladding of the fuéf.

Since the 1970s, DOE and NRC have conducted sestaidies of the effect of an attack during the
transportation of SNF. These studies found thataessful attack would have a limited effect on
human healtd> A study published by the DOE’s Sandia National draiory in 1999 confirmed
earlier studies that, under certain worst-caseas@es) NRC-certified transportation containers doul
be penetrated by armor-piercing weapons and refraa# quantities of radioactive materiéls.

NRC and DOE sponsored studies of the 1970s andsh®8(k criticized by the Nevada State Nuclear
Waste Project Office (NWPO). They observed thatpitevious analyses were inadequate as the full-
scale test conducted by the DOE did not use wegpequivalent to the currently best available
armor-piercing weapons and that the NRC underettiinthe health and economic impact resulting
from a terrorist attack’ Guerilla armies around the world are known to feigped with older anti-
armor missiles such as the Soviet RPG-7 and Anmerdd#2. Such weapons have the ability to
penegate up to 10-14 inches of armor plate and pansiderable threat to a nuclear waste shipping
cask:

Milan Missile

= Armor penetration capability : >1000 mm

= Man-portability: total system weight is ab
33 kg; Long range capability: maximum
effective range of 2,000 meters
(travel time 12.5 seconds);

» Relative ease of use: sight-on-target,
semi-automatic, wire guidance;

» Relative availability: several tens of
thousands have been produced and are used by @&nafrfburopean, Middle Eastern,
and Asian armies.

Figure 6.1

Terrorists could conceivably obtain one of the adoae more anti-tank weapons currently capable of
penetrating 12 - 30 inches of tank armor. More aded missiles like the MILAN (Fig 6.1) and
Javelin could be an effective weapon to penetratven perforate a large transport cask containing
SNF. Conceivably, the Ontario Power Generation@hgp container (ITFC) with wall thickness of

jj Robert AlvarezReducing the Hazards of Stored Spent FH&tdience and Global Security, 2003), p20

Ibid, p.19
5 U.S. Nuclear Regulatory Commissidiransporting Spent Fuel: Protection Provided Agaiisvere Highway and
Railroad AccidentsMarch 1987
8 Projected Source Terms for Potential Sabotage EvRetated to Spent Fuel Shipments, SAND99-(8&8dia National
Laboratories: Albuquerque, New Mexico, 1999)
47 Terrorism Considerations in the Transportation pe8t Nuclear Fuel and High-Level Radioactive Waste
(http://www.ciaonet.org/cbr/cbr00/video/cbr_ctd/ottd 09.htm)
“8 Terrorism Consideration in the Transportation offSahd High level WastEact sheetNuclear Waste Project Office,
State of Nevada, CIAO Date 11/01].
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26.7 cm or the HOLTEC HI-STAR 100 and the TransMaclTN-68 rail transportation cask cannot
provide any extraordinary defense against thedeamk missiles with armor penetration capabilities
exceeding 100 cm. It therefore represents the ¢fpeeapon that needs to be evaluated in a terrorism
risk assessment for spent nuclear fuel and higéktledioactive waste transportation. See the table
below for current portable anti-tank weapons. (€ahll)

Table 6.1: Current Portable Anti-tank Weapons

Armor
Weapon Country Weight Range Warhead @/Kg | Penetration
Milan Anti-Tank Missile France 32 kg 2000 nf 133 B2 kg >1000 mm
Eryx Anti-Tank Missile France 21 kg 600 m 160 mn¥ &y 900 mm
Panzerfaust 3 Anti-Tank Launche] ~ Germany 13 kg 300 110 mm/NA >700 mm
Folgore Anti-Tank System Italy 21 kg 4500 nj 80 mhkt3 >450 mm
Apilas South Africa | 9 kg 330 m 112 mm/NA >720 mm
RPG-7 Anti-Tank Launcher Soviet Unioh 11 kg 300 nl 85 mm/NA 330 mm
C-90-C Weapon System Spain 5 kg 200 M 90 mm/NA 0 B
AT-4 Anti-Tank Launcher Sweden 7 kg 300 m 84 mm/NA >400 mm
Carl Gustav M2 Recoilless Gun Sweden 15 kg 700  mMiIBMNA >400 mm
LAW 80 Anti-tank Launcher U.K. 9 kg 500 m 94 mm/NA 700 mm
M72 66mm Anti-tank Launcher USA 4 kg 220 m 66 MK/ 350 mm
SMAW USA 14 kg 500 m 83 mm/NA >600 mm
AT-8 Bunker Buster USA 8 kg 250 m 84 mm/NA NA
Superdragon Anti-tank Missile USA 17 kg 1500 th 110/10.07 kg >500 mm
TOW 2 Anti-tank Missile USA 116 kg 3750 my 127 fadkg >700 mm
Javelin AAWS/M USA 16 kg 2000 m 127 mm/NA >40hm

Source: Large and Associates

Testifying for NWPO, Robert J. Halstead stated:

An attack on the GA-4/9 truck cask would likely cause corepgietforation and release more than
one percent of cask contents, resulting in a release about@j068, with fission products such
as Sr-90, Cs-134, and Cs-137 constituting over bind of the total curies, and Pu-241 twenty
percent or more. The consequences could be much greateraitdbk involved more than one
missile or explosive device, or if the attack included use dheendiary device, or if the attack
were accompanied by a fire from combustion of the vehicle fygblg or another fuel source.
Such exacerbating factors could result in: (1) a poteyntialiger percentage release of cask
contents, possibly as great as 10 percent; (2) a potentimher percentage of respirable
particulates and/or vaporized radionuclides; and (3) potentiatlye widespread dispersal and

depositior?®

49 «Statement of Robert J. Halstead on behalf ofStage of Nevada agency for nuclear projects reggrdiS. DOE's draft
environmental impact statement for a geologic rigpnsfor the disposal of spent nuclear fuel anghhievel radioactive
waste at Yucca Mountain, Nevada, Public Hearingshifayton, DC October 26, 1999
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In another testimony on April 25, 2002 it was diatteat the transportation effort, as it was proppse
would ensure a target rich environment whereinreotist could plan, pick and chose the time and
place for an attack. He argued that:

If the transportation vehicle were to be captured, placed imarobile state by any number of
means, or once acquired it was able to be moved at will lgtiweists, it would be susceptible to
the application of explosives and/or a human engineered brddwts, the cargo could become a
radiological dispersion device if the attackers where to breaofjo shielding and release the
radioactive contents into the environméht.

In the aftermath of a July 2001 incident in the HoavStreet Tunnel in Baltimore, Radioactive Waste
Management Associates prepared a study that caettlticht, had SNF casks been part of the train
involved in that accident, the fire in the tunnebudd have resulted in a release of contaminating
radiation throughout a section of the cityn March 2003, the NRC released a similar repartte
Baltimore tunnel incident and the hypothetical @ansences if a SNF cask had been invoRied.
concluded that an SNF transportation cask, approweder NRC rules for packaging and
transportation of radioactive materials (10 CFR, &lbjected to the conditions encountered in the
Howard Street tunnel fire would not release radivammaterials. In addition, the health and satdty
the public would have been maintairéd.

Inventory of Radionuclides in Spent-Fuel

Although a number of isotopes are of concern, veeigchere on the fission products namely Kr-85,
Sr-90, Pu-241, Cs-134 and Cs-137 which constittderad 90% of activity in 10 year SNF. Of these,
Cs-137 has a 30-year half-life, is relatively vikatand along with its short-lived decay produga-

37 (2.55 minute half-life), accounts for about taflthe fission-product activity in 10-year-old spe
fuel.>* The activities of Kr-85, Sr-90, Pu-24Cs-134 andCs-137 contained per cask of PWR spent
fuel after 10 years from the discharge from theeamith average burnup have been estimated from
the reported values of activities per ton of spielel (Table 6.2F> Similarly, the activities of the
above radionuclides contained in PHWR Cask have lesémated and presented in Table 6.3. Cs-
137 content has been estimated per ITFC CaskO&E¥4 Ci which is lower by a factor of more
than 2.5 as compared to PWR Truck Cask activityl 89E+5 Ci, owing to lower burnup and
enrichment factor®>

%0 «Testimony of James David Ballard, Ph.D, Consuitan behalf of the Sate of Nevada on transporaifdSpent Fuel
Rods to the proposed Yucca Mountain Storage Pac8itbcommittees on Transportation and InfrastmetWS House of
Representatives, April 2002
*IMatthew Lamb and Marvin ResnikofRadiological Consequences of Severe Rail Accidemtiving Spent Nuclear Fuel
Shipments To Yucca Mountain: Hypothetical BaltimRa#l Tunnel Fire Involving SNFRadioactive Waste Management
Associates: New York, September 200hjt://www.nd.edu/~kshrader/interest/Baltrpt9 18@loc
%2 NUREG/CR-6799, Analysis of Rail car Components Esgdo a Tunnel fire Environmemdarch 2003
%3United States General Accounting Offi@A0-03435 Rail Safety and Security: Some Actidresdy Taken to Enhance
5F\;ail Security, but Risk-based Plan Need&grril 2003, pp58-58H(ttp://www.gao.gov/new.items/d03435.pdf

Alvarez
%5 Chemical Technical Divisiof)RNL/TM-13502 Radionuclide Content For a Rangerafliated Fuels,Oct 20 1997,
NIREX: United Kingdom Nirex Limited (Nirex) htp://www.nwmo.ca/default.aspx?DN=244,237,199,20,1
56 Chemical Technical DivisiorOQRNL/TM-135020ct 20 1997Irradiated Fuel Transportation Container, IFTC; &¢&p
Aamir Husain & KwansikNWMQ, Choi Kinectrics Inc August 2003 and Lih-JenryiSét al SAND099-2138C: Projected
Consequence for Potential Sabotage Events Relat8gent Fuel ShipmentSNL, August 1999, Table-2
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Table 6.2 Estimated Inventory, by major radionuclide, of reference PWR Spent Fuel
Medium Burnup, 10 years cooling period

Radionuclides Activity after 10 Years
Citu Per Truck Cask (Ci) (1.604 tU/cask)

Kr-85 6.76E+03 1.08E+4
Sr-90 8.11E+04 1.30E+5
Cs-134 1.01E+04 1.62E+4
Cs-137 1.18E+05 1.89E+5
Pu-241 9.89E+04 1.60E+5
Total 3.51E+05 5.62E+5

Table 6.3 Estimated Inventory, by major radionuclide, of reference PHWR Spent Fuel
Medium Burnup, 10 years cooling period

Radionuclides Activity after 10 Years
Ciltu Per Truck Cask (Ci) (3.648 tU/cask)

Kr-85 1.15E+03 4.20E+03
Sr-90 1.30E+04 4.73E+04
Cs-134 6.95E+02 2.53E+03
Cs-137 1.94E+04 7.09E+04
Pu-241 1.35E+04 4.92E+04
Total 5.46E+04 1.99E+05

Source: Electrowatt-Ekono (UK) Ltd.

Dispersion Model

Several computer codes have been used to moddigbersion of radionuclides into the atmosphere.
For the simple scenarios as modeled in this pagper,most commonly used is the HOTSPOT
computer code developed by US Lawrence Livermorbotatory and first released in 1985. It
provides emergency response personnel and emergémyers with a fast and instantaneous set of
results for evaluating incidents involving radioaetmaterial. The HOTSPOT user documentation
suggests that if D is the calculated radiationnt66% of the time the true dose should lie between
D/3 and 3D>" Later on (Mid 1990s), the HPAC was employed todjwethe effects of hazardous
material released into the atmosphere and its impaccivilian and military® HPAC has the
capability to include terrain, land-cover and dethimeteorological data for increased accuracy, but
can also be used without any of the above, makingite flexible in operational use. Despite the
major differences in the transport and diffusiondels used in HPAC and HOTSPOT, the results of
very simple scenarios are simifdrA reasonable agreement between the two models algas
observed in our studies using the source termdNéf. S The two dose curves are quite close together
at the site of incident, however, large differenoésan order of magnitude between the two were
observed up to 10 kilometers downwind (as much &ceor of D/3 and 3D). Given the greatest

57 User Documentation: Introduction to Hotspot He#tlysics Codeshftp://www.lInl.gov/nai/technologies/hotsppt/

YThe computer model assumes that a continuouslitezhplume or instantaneous cloud of pollutantstsimulated by
the release of a series of puffs that will be eakih a time- and space-varying wind field. Thefpafe assumed to have
Gaussian or bell-shaped concentration profilehéirtvertical and horizontal planes

%8 Defense and threat Reduction Agency, November 2(t6ps://acecenter.cnttr.dtra.mil/

%9 Alexander Hill,DSTO-CR-029: Using the Hazard Prediction and Assess Capability (HPAC) Hazard Assessment
Program for Radiological Scenarios Relevant toAustralian Defence For¢ge&CBRN Defence Centre, Platforms Sciences
Laboratory, Australia March 2003
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relative variability in the Gaussian plume modethnincreasing distance, further disagreement in the
results beyond 10 kilometers distance were obsgigds.2)

PWR SNF 10 Y Decay

Nuclide Half-life (y) Total Activity| Airborne Respirable Respirable
Released Fraction Fraction Airborne

Release
Fraction

Kr-85 10.72 10600.0 1 1 1

Sr-90 Y 29.12 130000.0 1.20E-03 0.1 .00012

Cs-134 D 2.062 16200.0 0.1 1 A

Cs-137D 30 189000.0 0.1 1 1

Pu-241Y 14.4 160000.0 3.00E-03 0.1 .0003

Spent Nuclear Fuel Calculations
(Respirable Release Fractions in HOTSPOT Set to 1.0)

10000 —+—PWR (HPAC)
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Figure 6.2: Release Fractions for Radionuclides ithe Spent Fuel Calculations,

Given the ability to interface with online inforna on geographical locations of the incident,
metrological conditions, and population data anghaphese to reliably predict the deposition of
radioactive material to the surface and estimate rasidual hazard, HPAC was used to analyze
radiological scenarios involving both the scenadbRDDs.

Since the HPAC built-in option is restricted to gt dispersion of PWR spent fuel, the necessary
correction factor was applied to the PWR SNF sotecas to model dispersion of PHWR SNF as
discussed previously (Table 6.2 and Table 6.3). Hwpulation dose was calculated by

superimposing acute-dose isopleths onto a map &dkaand Lahore.
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Hypothetical Case Studies

In order to illustrate trends of how radioactiviguld be released from a damaged flask and possible
consequences during transportation within Pakistenconsider two hypothetical scenarios. The first
scenario is the sabotage of a truck containingsk cASNF within a populous city like Karachi. The
second is the sabotage of a truck containing 200 0-60 source near Lahore.

Scenario and Source Term

Scenario-l (SNF at Karachi)

While RDD attacks can be carried out with any sewt radioactivity, SNF constitutes a potential
source of concern all over the world including mkRtan. Transporting SNF to a central storage or
repository must have serious security consideratioym a sabotage point of view.

As described earlier, while a Type B SNF Flaskdsigned to keep its integrity under fire at 800
for 30 minutes, it may eventually fail in a firevisiving higher temperatures and a longer duratfon.

| assume that a terrorist carries out “hybrid sapet on the radioactive consignment transportea in
truck as compared to the study by Luna &t al.

The study estimated a maximum of 0.01% releaseaking into consideration the blowing down

effects in damaged fuel resulting from the attaakithermore, the release levels have been criticize
by several independent experts as the study wasaoow in the sense that only a single limited
attack is considered using a single High Energydidgievice (HEDD) missile (Fig 7.1). A case of

multiple missile fire involving weapons with muchigher penetration power coupled with an

additional truck bomb collision may have catastiogffects. Similarly, the consequences would be
greater if the attack included an incendiary dewceaccompanied by a fire from igniting the

vehicle’s fuel supply or another nearby fuel solfce

These additional factors could result in:
1. A potentially larger percentage release of caskesun, possibly as great as 10 percent
2. A potentially higher percentage of respirable pattites and/or vaporized radionuclides
3. A potentially more widespread dispersal and dejusit

Figure 7.1 Shape Charge, Courtesy of Journal of Netnal Defense

% Large & Associates

61 SAND99-0963: Projected Source Terms for Potentifidfage Events Related to spent Fuel Shipm&atsiDIA Report,
June 1999

%2 Robert J. Halstead
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A less sophlstlcated but effective approach todasing radionuclide release from a breached SNF
cask would be to inject fuel into the cavity anditg it. This
would cause ignition of the zircaloy cladding, amd a
minimum would greatly enhance the release of cesamd
other semi-volatile elements that remain in thd pedlets. The
BNL spent fuel pool study assumed that 100% offtled Cs
inventory would be released. Recent results fronanée
indicate that heating at 1500°C of high-burnup sgeal for

one hour caused the release of 26% of the Cs iometit

Based on the above hypothesis, a scenario is ssewbrrorists
with the convenience of an insider are able toigirrmation

on an SNF movement. The terrorists carry out mieltipissile

firings on the truck cask (Fig 7.2) while the trusks stationed
for the repair of one of its tires at a petrol puifipg 7.3)

located in a congested location in Karachi (fig).7.&4he cask
has a breach of containment followed by an engulfire for

several hours. The explosive attack followed byra leads to
an increased radioactive reled$e.

Figure 7.2 A typical small SNF
shipping cask being mounted on a truck
Courtesy of Nuclear Energy Institute

Scenario I: Spent Nuclear Fuel (SNF)
= Terrorist get information on the movement
of SNF from an insider
» Terrorists carry out a “hybrid attack” o
the transport truck while it was statione
for the repair of one of the tires of th
vehicle at a petrol pump in a congests
location in Karachi
o Multiple missiles are fired ong
the truck cask which results ir#
a breach in containment
o This is followed by a fire that
engulfs the cask for several
hours

Figure 7.3

8 Edwin S. Lyman PresentatioA:Critique of Physical Protection Standards For fisport of Irradiated Materials,
Nuclear Control Institute, 40th Annual Meeting bétinstitute of Nuclear Materials Management, PhqexZ, July 1999
5 Large & Associates
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/7 ’

Figure 7.4 Karachi,Courtesy of Google Eath

Firing missiles at the consignment will trigger gions and fires at the station. A country like

Pakistan is not well equipped to deal with firedhwing a consignment containing mega curries of
radioactive source. On November 7, 2005, in Karaabtion bales, toys and tires worth thousands of
rupees were gutted when fires broke out separatetiiree warehouses in SITE, Lee Market and
New Chali. Meanwhile, another office burned in pagate fire incident. Seven to ten firefighters

were rushed to the sites and controlled the fiéstio 10 hours or longét.

In this case, it could pose serious difficultie® da the radioactive nature of the hazards encoeshte
Its therefore assumed control of the blaze woute &ix hours. Based on foregoing discussions, this
would lead to a release of 10% of Cs inventory amaservative estimate. A respirable release
fraction of 3 E-4 for Pu-241 and 1 E-4 for Sr-9Quiged, recommended as an upper limit for use in
safety assessment studies involving chunks of piuto exposed to hydrocarbon fuel fifés.

8 “Goods worth thousands gutted in fire incidentBaily News 8 November 2005,
(http://www.jang.com.pk/thenews/nov2005-daily/08-2005/metro/k3.hth

% Robert E. LunaSAND93-2528: A New Analysis of the Vixen A Tri@andia National Laboratories: Albuquerque,
February 1994) and Lih-Jenn Sh@AND99-2138C:Projected Consequence for Potential Sabotage Evesleted to
Spent Fuel ShipmentSandia National Laboratories, Albuquerque, Aud@99), Table 2
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Dispersion and Consequences

In the first scenario, we consider the sabotagelifivg a truck cask containing PHWR fuel
assemblies leading to release of radionuclidelenhieart of the city of Karachi at daytime at 12:00
hr on June 15 (Fig 7.5a). The debris cloud i®dif662 m high (using HOTSPOT Code) which is
expected to be further elevated by fire. The comated region includes hundreds of industries,
residential row houses, crowded shopping areasyofcholleges and several mosques. Within an
area of 0.304 kfy maximum total effective dose equivalent TEDE (B&@m) is predicted by the
model due to release of radionuclides from the dired flask containment only, which is far below
the level to cause acute radiation syndrome. Howexgosure in the immediate vicinity of the blast
to a high radiation field of around 250 Gy/h aeaneter distance due to the remaining 90% Cs-137
still contained in the breached SNF Flask, caneoighored, thereby creating a difficult situatiam f
the first respondersWhole body exposure to 2000 rem without any pagbsure treatment may
damage central nervous system within minutes aathde hours to day¥.

Any attempt to approach the damaged flask withayt@otection measures would result in acute
exposure within few minutes. The wind blowing (Wp#&Y an average speed of 6.7 m/s disperses
the radioactive aerosols to 36 kilometers fromilast location contaminating externally as well as
internally the population to a dose contour dowfh ®em in approximately 167 Krarea in around
four and half hours time (Fig 7.5b). Consequendeadiation effects due to single exposure to
population groups has been estimated on the batie 8IER VIl lifetime risk model which predicts
that approximately one individual in 100 personsilside expected to develop cancer from a dose of
10 rem [0.1 Sv] while approximately 41 individualsuld be expected to develop solid cancer or
leukemia from other causé$In general, the magnitude of estimated risks focea fatalities is not
different from the International Commission on Rddgical Protection (ICRP) estimates of 5%
probability of occurrence of cancer per sievertvitiole-body irradiatiofi’ Based on single

exposure, cancer morbidity and fatality were edtiidor various population groups exposed to
radiation levels of 100 Rem down to 1 Rem usingMBMI lifetime risk model and presented in

Table 7.1. The HPAC Model predicts about 41 pesseneive high exposure of 100 Rem within a
dose contour area of 0.4 knThe number of exposed persons increases to 5608436, 643356,
657665 and 659100 to radiation levels of 10,1, 0.01 and 0.001 Rem respectively living in dose
contour areas of 4.6, 167, .800, .900 and >900ateas. Cumulative excess cancer fatality has been

Y Total Effective Dose Equivalent (TEDE): The raatitive material producing the dose equivalent magtiernal to the
body (ex: when material is on the ground or ishim &ir surrounding the individual), or internal asen the individual has
ingested or inhaled, and retained the materiafle Total Effective Dose Equivalent (TEDE) is thensof the EDE (caused
by the external material) and the CEDE (causedhbyirtternal material). The TEDE is the most congéxpression of the
combined dose from all applicable delivery pathwaysDE = CEDE (inhalation) + EDE (submersion) + E@fEound
shine), Se&Jser Documentation of Hotspot: Introduction to HmisHealth Physics Codes
(http://www.lInl.gov/nai/technologies/hotspot

* For gamma energies between 60 keV and 1.5 Meddke rate from a source A MBq and total energetinga
emission per disintegration of E MeV == 0.14 AECmiGy/h at 1 m .Rules of Thumb and Practical Hints, The Society for
Radiological protection(http://www.srp-uk.org/servthumb.htjnl

57 Us Environmental Protection Agency, “Understandiagliation: Health Effects,” (December 3, 2002),
(http://www.epa.gov/radiation/understand/health_cfdntn)

%8 National Research Council's Committee on the Rjalal Effect of lonizing Radiation(BEIRHealth Effects from
Exposure to Low Levels of lonizing Radiation: BMIR—Phase 2(http://books.nap.edu/catalog/11340.htrihe
committee concludes that the current scientifidemce is consistent with the hypothesis that tiseadinear, no-threshold
dose-response relationship between exposure tmingniadiation and the development of cancers mdns.

8 US EPA Understanding Radiatiorin other words, a group of 10,000 people exposedrem of ionizing radiation, in
small doses over a life time, we would expect b atore people to die of cancer than would not etfss. In this group of
10,000 people, we can expect about 2,000 to diamder from all non-radiation causes. The accuradlekposure to 1
rem of radiation would increase that number to 48605 or 2006.
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estimated to be 649 out of 2,521,732 exposed ptipaldn other words, there would be an increase
of 0.13% in cancer fatality due to the incidentampared to deaths due to other circumstances.

HPAC Radiation Dose
TEDE at 15-Jun-07 12:00Z (24.0 hrs)
755 o . . ; s
. P 5
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Figure 7.5a Karachi Spent Nuclear Fuel Scenario: 2@ of Truck Cask of CANDU-SNF;
Historical Weather Data; Actual Population
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Surface Deposition
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Figure 7.5b Karachi Spent Nuclear Fuel Scenario: 19 of Truck Cask of CANDU SNF;
Historical Weather Data; Actual Population

Facts

Karachi, Pakistan
1,000 Ibs. TNT

160 kg PWR SNF (64 kg CANDU SNF)
June Historical Weather Data
Actual Population Figures

REM Persons Excess Excess Dose Dose

Cancers Cancers Length Contour
Fatalities (km) Area (km?)

100 41 17 8 <0.1 0.4

10 56,134 637 320 5.7 4.6

1 505,436 574 288 36 167

A1 643,356 73 37 >50 >800

.01 657,665 7 4 >50 >900

.001 659,100 1 0 >50 >900

Totals 1,292 649

7.1 Radiation Effects

The extent of contamination will be a major chaljerbecause Cs-137 is highly water-soluble and is
chemically reactive with a wide range of materiatgluding common building materials such as
concrete and stone. The contamination will settlestreets, sidewalks, and building surfaces and
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personal property—including vehicles and items dasibuildings. In such a situation, the
recovery/remediation/restoration measures have lEmumented in a Homeland Security draft
document® The document suggests measures for surface,antarid roof decontamination of most
buildings, major thoroughfares and sidewalks, d@water treatment plants as quickly as possible,
re-pavement of streets, removal of surface soihagtation for disposal and replacement with fresh
material. Moreover, secondary events may lead telease of hazardous chemicals and fires on
ruptured gas lines may complicate the situatioruirety immediate remedial actions. In such an
event, the city transportation system is severé#cted and would require continuous monitoring to
restrict further spread of the contamination. Htapj already at maximum capacity with injuries
from the blasts, are inundated with “worried welhbst of whom were not in the blast or plume zone
but are concerned about health issues. The seweaggenent plant is quickly contaminated as a result
of people showering and decontaminating persoredtst”

Currently, Cs-137 level in most parts of Pakistaduding Karachi is not well defined. However,
areas in former Soviet Union contaminated by theer@bbyl accident have been defined with
reference to the background level of Cs-137 dejposdaused by atmospheric weapons tests, which
when corrected for radioactive decay to 1986, isuat® to 4 kBqg rh (0.05 to 0.1 Ci k.
Considering variations about this level, it is Usoaspecify the level of 37 kBq T{1 Ci knf) as the
area affected by the Chernobyl accident. Approxaiyed% of the European part of the former USSR
was contaminated with Cs-137 deposition densitieatgr than 37 kBq/ff*

In terms of deposited contamination (Fig 7.5b)dbatamination level above 1Ci/km2 would require
decontamination action out tol km and further & &nd vehicular traffic transfer contamination for
hours afterward until the entire scene has beearcifkly controlled and cordoned, contributing to
contamination spread beyond the deposition zonest&/produced as result of decontamination
following an hypothetical spent fuel accident ikely to fall into the lowest of the U.S. NRC's
categories of low level radioactive waste, ClasénAyhich Cs-137 has a concentration less than one
Ci/m>.”? Based on the estimation of 9C° per person, a population of 4,824 living in anaacé
around 0.304 kin(Fig 7.5b) are likely to generate waste aroundn@illon m®of Cs-137.

Scenario-2 (High Activity Radioactive Source at Lahore)

Terrorists carry out multiple missile firings orirack cask carrying 200,000 Ci of Co-60 near Lahore
(Fig 7.7) followed by further immediate attack watfully laden road petroleum tanker, hijacked and
brought to the incident site to fuel a fire (Fig)Z.This could lead into a situation even worsenttie
December 12, 2006 incident when terrorist detonatadck loaded with 440 pounds of explosive in
Baghdad killing 71 laborers and wounding 220 otfi&rs

0 National Planning Scenarip¥ersion 20.1 Draft, April 2005h{tp://media.washingtonpost.com/wp-
srv/nation/nationalsecurity/earlywarning/NationalfingScenariosApril2005.pdf

" “Exposures and effects of the Chernobyl accide®bfirces and Effects of lonizing Radiation, VoHffects, ANNEX J,
(UN 2000), para 107 hftp://www.unscear.org/docs/reports/annexj) pdf

2 \Waste Classification, NRC Regulations, 10 CFRt B&55, http://www.nrc.gov/reading-rm/doc-
collections/cfr/part061) A waste needing disposal following a spent fulident is likely to be of the order of 100-million
m?® for a 3.5 MCi release (one million affected pesstimes 90 mper person). Jan Beyea, Ed Lyman, Frank von Hijppel
“Damages from a Major Release of 137Cs into thedSphere of the United StateSgience and Global Securiiti2:125—
136, 2004

3 News report posted at 6:16 p.m. EST, Decembe205,
(http://www.cnn.com/2006/WORLD/meast/12/12/iraq.nfi@idex.htm)
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Scenario II: High Activity Radioactive Source
= Similarly, terrorists gain information on ¢
consignment of 200,000 Ci of Co-6
being moved.
= Terrorists carry out multiple missile o
firings on the truck cask near Lahore.
» Immediately after the initial attack, &
hijacked petroleum tanker truck is brought
to the incident site to fuel a fire.
Figure7.6,Picture Courtesy of MDS Nordion

Consequences of dispersion of 200,000 Ci of Co-8 an explosive power equivalent to that of
440 pounds of TNT were analyzed by HOTSPOT and HRAQTSPOT code using Sandia National
Laboratories Blast Model reveals a safe distancés®8 meters for unmitigated blast damage.
Although, a 200,000 Ci Co-60 source without a stiig would give rise to a dose of around 1.3E+3
Gy/h at a distance of one meter but due to dispersffect maximum dose contour of 10 rem was
estimated by HPAC encompassing an area of 0.087ugrto a distance of 0.5 km from the blast site
(Fig 7.8a)’* Within this dose contour of 10 rem, a persongisher expected to die nor to suffer from
acute health effect, however, causalities compartbithat of Baghdad incident could be expected
due to the blast effeé. Survivors from within the highest dose area coadiry radioactive
contamination back to their homes and contamirtaé& neighbors and families (Fig 7.8b). Panic
and disinformation may lead to a massive exodyzeople from Lahore city into neighboring towns
and cities. Additionally, the cobalt plume wouldntaminate a vast area to levels requiring cleanup
and destruction of residential, commercial as wadl agricultural lands. Cleanup efforts and
destruction of property and land would generateehagnount of waste. Assuming 90G/person of
waste generation for Co-60 as well, the total wasggected to be around 12.6 million metric téhs.
Application of BEIR VII cancer risk estimates fangle exposure reveals excess cancers of 17 out of
1468 exposed population, 202 out of 177925 expgsggulation, 86 out of 759304 exposed
population, 11 out of 1008145 exposed populatioa tudose contours of 10 rem, 1 rem, 0.1 rem,
and 0.01 rem out to distances of 0.5 km, 5.3 kmkrB5and 155 km respectively. Off these, cancer
fatalities of around 160 (almost fifty percent sufiig from excess cancer) are expected (Table’7.2).

4 For gamma energies between 60 keV and 1.5 Me\ddbke rate from a source A MBq and total energetinmga

emission per disintegration of E MeV == 0.14 AEciGy/h at 1 m :Rules of Thumb and Practical Hints, The Society for
Radiological protection(http://www.srp-uk.org/servthumb.htjnl

571 deaths: News report posted at 6:16 p.m. ESE, D22006,
(http://www.cnn.com/2006/WORLD/meast/12/12/irag.nfgidex.htm)

8 A waste needing disposal following a spent fueident is likely to be of the order of 100-million3 for a 3.5 MCi

release (one million affected persons times 90 ar3prson). Jan Beyea, Ed Lyman, Frank von Higpelmmages from a
Major Release of 137Cs into the Atmosphere of th#dd States’Science and Global Securit}2:125-136, 2004

" BEIR VII — Phase 2 (Free Executive Summahti://www.nap.edu/catalog/11340.hjml
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Figure 7.7 Lahore High Activity Radioactive SourceScenario, Courtesy of Google Earth
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Surface Deposition
DEP at 15-Jun-07 12:00Z (24.0 hrs)

753.91=

Pink: > 15 Ci/lkm2
(plume length: 0.4 km 74931
plume area: 0.01 sq km)
Red: > 1.5 Ci/km2 74461
(plume length: 4.3 km
plume area: 4.3 sg km)
Yellow: > 0.15 Ci/km2
(plume length: 22 km
plume area: 66.4 sq km) 73°3|

|
DO-EED C=aNEa LUNuIFEs|

Y (km)

“unit mass'fm?2

759
1.36E-08
138182
1.36E-08

717540
1.36E-10

7400}

25million m?3 of waste of ?30.77

60Co 231 728.9 734.8 740.6 746.5 752.3

X (km)
Mean population exposed at indicated level
FOTE Expasures bazed ool on tha displagsd parmian of he plums
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Facts

Lahore, Pakistan

440 Ibs. TNT

200,000 Ci Co-60

June Historical Weather Data
Actual Population Figures

REM Persons Excess Excess Dose Dose Contour

Cancers Cancers Length Area (km?)
Fatalities (km)

10 1498 17 9 5 .087

1 17792 202 101 53 3.9

A 75930 86 43 24.9 77.17

.01 10081 11 6 155 3028.43

.0001 10395 1 1 300 33026.2

Totals 317 160

7.2 Radiation Effects
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Addressing Pakistan’s Vulnerability

The Federal Government has tasked the Pakistane&luBlegulatory Authority (PNRA) with the
physical protection of nuclear and other radioactivaterial. The PNRA has initiated towards the last
guarter of 2006, a five year National Nuclear Safetd Security Action Plan (NSAP) to establish a
more robust nuclear security regime. It seeks dgpdwilding in Pakistan’s ability to plan for,
respond to, and recover from terrorist incidentsaliaboration with relevant governmental agencies.
The salient features of the plan cover five areas.

Secure Radioactive Sources of Greatest Concern

Of the approximately 140 firms that handle rading&csources in government and the private sectors,
a third interact with “Greatest Concern Source®fi®lic inspections of these facilities revealed a
need to upgrade security. Inspections must be rfiecpient, carried out at least quarterly to bi-
annually depending on the category and vulnergbifit follow up mechanism would ensure issues
are addressed promptly.

It is necessary to add Inspectorates to the alreadsting PNRA Regional Directorates located at
Islamabad, Chashma and Karachi. Additional Inspatés at Peshawar, Multan and Quetta are
proposed within the Regional Nuclear Safety Direaties |, Il and Ill. There will be an addition of
eighteen inspectors over the next five years, witheases to support staff.

Inspectors will require radiation survey, commutima and secretarial equipment in addition to

suitable vehicles. Personnel would be trained goired competencies in radiation protection, use of
radiation survey equipment, identification of sasc and regulatory requirements. Beyond

inspectors, an education program for the licensegistheir staff is needed to propagate a security
culture.

Establish a PNRA Nuclear Safety and Security Traimg Centre

The PNRA would be the focal point of training inctear safety and security. This Centre will
require laboratories with appropriate state-ofdine-equipment and at least six officers and
supporting staff.

To start, a few select senior PNRA staff would fz@ned in appropriate institutions and centers in

collaboration with the IAEA. They would then bespensible for developing the training modules

for the Centre and establishing its needed infuatiire. They would then educate trainers, having a
“multiplier” effect.

New junior officers would be trained in review, assment and inspection techniques. Externally,
first responders expected to deal with radiologarakrgencies would be trained in the identification
and handling of radioactive sources as well as gemmy management skills. The Centre would
continuously facilitate this training throughout kixdtan due to the significant rotation and
redeployment of first responders. Additionally, entre would provide consolation and evaluation
to licensees. Further, the Centre would have arekegole in techniques and technologies in nuclear
safety and security.

Establish National Nuclear Security Emergency Co-atination Centre

A National Nuclear Security Emergency Co-ordinatieentre (NuSECC) would assess, respond and
co-ordinate in case of a nuclear security emergesitcythe national level. It would track all
movements of large radioactive sources in Pakigtaa.centre will be manned 24 hours a day with at



30 Preventingchar Terrorism in Pakistan

least six officers and support staff. It will alsstablish six mobile monitoring laboratories,
distributed and located at each of the regionaé®arates and Inspectorates.

Locate and Secure Orphan Radioactive Sources

An “orphaned source” is material that poses a aieffit radiological hazard to warrant regulatory
control but never was because it was: abandonesplawied, stolen or otherwise transferred without
proper authorization. It is unknown how many orgasources there are in Pakistan. Sources and/or
their containers can be attractive as valuable Isyaetad may not display a radiation warning label.
Unsuspecting victims tamper with these sourcesiogusjury or even death.

The risk to the public and the risk of their possimalicious use will be addressed. The strategy
would involve launching a public campaign seekingoimation on orphan sources, non-
physical/physical searches, and finally, eventeebvery, secure storage, and disposal.

Deploy radiation detection equipment widely

All major points of entry in Pakistan do not haweliation detection devices. We remain unaware of
any radioactive/nuclear material moving in or duts proposed to provide these systems, perhaps in
a phased program. Initially one radiation monitgrinstrument at each point of entry supplemented
later by vehicle/pedestrian portal monitoring equgmt where needed. Fixed detectors may be
installed at airports. Random inspection of pengbiuggage may also be carried out.

In addition, law enforcement and local governmeggchto be equipped with this equipment as well.
They would be the first to survey incidents to detee if they were nuclear or radiological. Such
equipment would be needed at the District level dorswift response. The PNRA would be
responsible for preparing the equipment and trginifhe installation, operation and maintenance
would be the responsibility of other agencies.

Recommendations

Population Protection
In an event of a successful RDD, the following nuees may be taken to protect the populdfion
= Recommend all persons who were outside duringtthelato shower and change clothes
= Temporary limits on time spent outside
» Temporary stays in a basement or shelter; stayinglé a house offers a safety factor
approximately ten
= Limits on the consumption of certain agriculturebgucts
= Ban on harvesting, putting livestock out to pastarenting, and fishing
» Temporary evacuation
= Definitive relocation of the affected population

Strengthening Transportation Security
Based on our current studies, the following recomuia¢éions are presented to improve security
measures to cover range of activities involvingiggortation of high risk sources:

= Prevention
PNRA has taken stringent measures for the phygimatection nuclear facilities and
radioactive sources. A cradle to grave concepppied for preventing any radioactive

8 Chritoph Wirz and Emmanuel Egger, “Use of nuckeaad radiological weapons by terrorists)ternational Review of the
Red CrossVolume 87 Number 859, September 2005
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source getting out of regulatory control. Besidaesse considerations, preplanning, and
intelligence gathering are very important througtllwleveloped and coordinated efforts
of various agencies to deter, detect and thwartossiple sabotage attemiptThe
agencies should keep track of terrorist groupsy tieancial resources, linkages with
outside world, and assess their potential to endageuclear terrorism. Information
sharing specially with neighboring states on atiési of groups likely to engage in
nuclear terrorism will be useful. Moreover, prevent efforts should also include
measures to prevent illicit trafficking by monitogi at border cross points.

= Transportation

Nuclear materials and high risk sources requirinpraent from one place to another
should employ dedicated governmental vehicles drivg official drivers with proven
trustworthiness. Authorization for simultaneouspsient of high risk sources within a
city should be avoided to evade multiple sabotagents leading to dilution of an
effective emergency response system. This measautallow authorities to focus only
single post radiological event and pool up thegorteces to effectively implement and
mitigate the consequences.

= Control Over Missiles
Any successful sabotage event and consequenced vpoimarily depend on three
factors, namely, RDD material, missile, and fual fioe. Therefore, effective control
measures are needed against theft or illicit thiifig of portable anti-tank weapons.

= Emergency Operations Center and Emergency Plans
PNRA’s NRECC—an emergency operations center—is méraround the clock to
receive national as well as international informatiegarding events related to nuclear or
radiological incidents and assist in national erapoy response activities. However, the
center has to develop capabilities for evaluatioggptial consequences of various threats
to radioactive consignment during movement as wesl transit and subsequent
radiological impact. Based on threat assessmeatcémtre has to perform emergency
exercises to counter terrorism. Such exercises imzyde scenarios like dirty bombs,
stolen radioactive material, and sabotage of nu@ed radiation facilities and sabotage
during movement and transit of nuclear and higk mréglioactive materials. It should also
emulate from national (eg. earthquake of Octobe2®5 in Azad Kashmir and North
West Frontier of Pakistan) and international exgrezés (US Katrina havoc of 2004) of
handling natural disasters in order to enhanceeponse capabilities in coordination
with relevant national agencies in case of nucteaorism. PNRA should continue to
interact with appropriate stakeholders to contilyuahprove emergency preparedness
capabilities at all levels. The Centre, in coortimawith national agencies, should have
capabilities for emergency assessment and diagnoishe sabotage event, for
management, response, hazard mitigation, victime,cand for guiding advice on
evacuation or shelter options.

¥ DOE, Spent Nuclear Fuel Transportation: Lessons Learfineth Security Planning and Executiokugust 2006, Final
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Emergency Operations Center and Emergency Plans

Decision makers need to know what steps are autcaiigttaken and nuclear regulatory
authority needs to be present at table with thésaetmakers, local leaders need to be in
direct contact with national leaders, and the muogiortant lesson is that all the systems
must be exercised regularly.

Emergency Exercises at the Top Level
Top governmental level exercises of credible nuclegrorism scenarios are often
overlooked.

Sheltering and Evacuation

In an incident in an urban area like Karachi or dvah the estimated numbers of citizens
affected by the release and dispersion of radisiictand requiring shelter or even
evacuation would depend on the prevailing weatbaditions. Based on assumption that
during the event, 90% of the public are indoors t#img are already sheltering at a 50%
reduction in dose uptake, so the additional benefiimplementing the organized
sheltering countermeasure only applies to 10% efpbtentially exposed populatiéh.
However, advice from the authorities to shelter amdcuation on the basis of national
emergency reference levels might lead to a pariatsbn prompting a mass self-
evacuation. If the public undertakes self-actjparticularly self-evacuation, many more
are likely to be on the streets without much prisdecand/or in poorly shielded vehicles
and, indeed, some may unknowingly move into comated areas becoming trapped for
hours in the jams and traffic chaos that are almedain to arise. In such circumstances,
the public may receive a greater radiation exposhae if, generally, they remained
indoors sheltering. Therefore, unless adequatestrircture is in place, sheltering or
evacuation directive may have counter productivects.

Robust e-Communication
Robust and direct electronic communication is ndetetween PNRA to share
information amongst federal/provincial/local offits.

Credible Information
A designated, credible spokesman is needed, thatlei@er a statement shortly after an
incident and can exchange credible real time in&tiom with all concerned agencies.

Crisis Management
A crisis management team is needed to handle tirertwsituation as well as to preplan
and organize to possibly deter another event an&anown location.

Public Education

In order to minimize confusion and chaos, it isessary to create public awareness
about the potential effects of nuclear terroristisTinvolves integrating the official and
unofficial media to disseminate information and @nage public confidence without

8 Large & Associates
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causing unnecessary panic. The use of the civilrdef warning sirens and loud speakers
at mosques may be used to alert people and toeadliem to check the radio or
television for further information.

= Personnel Reliability Program

A personnel reliability program has to be an inakgpart of any nuclear security
infrastructure. The elements of PRP have been ithescas “several lines of inquiry to
develop a comprehensive picture of the individmabuestion. A background check is
conducted to verify identity, credit history, crimal history, reputation and character.
Psychological and medical screening are used t&eathe mental health and stability
of the individual; depression, schizophrenia, gqsle high/low blood pressure and other
disorders are all taken into consideration. Additilby, a detailed interview to verify
background information and elucidate other potéotacerns is conducted at the time of
employment or when a sensitive task is being assigriPeriodic reviews of job
performance and coworker interaction are a standashns of ensuring that an
employee’s reliability remains high over time, aaxd individual's after work activities
may also be monitored. The following occurrencesy mesult in decertification for
nuclear duty: alcohol abuse/dependency, drug almasejiction of or involvement in a
serious incident, an adverse medical—physical arehtat—condition or serious
progressive iliness, lack of motivation, suicideeatpt or threat® The efficacy of any
transport security system specially dealing witlclear materials and high risk sources
would depend on the training, reliability and iriggof the individuals, without which
the system would remain vulnerable.

= Non-nuclear Terrorism
Even during a case of a catastrophic non-nucldastage event, radioactive consignment
under shipment should be reassessed and untiltsaehall movement should be halted
and shipments secured in a safe place.

Conclusion

The advancement in the knowledge of science arnthtdogy and their accessibility to terrorists has
made the threat of nuclear terrorism no longerctiofi but real with their intention to inflict
catastrophic damages to man, environment, and gyop&hough Pakistan is not considering
reprocessing and therefore there may be no neddhftsportation, however, the case study, based on
several low probabilities of sabotage events ohsfgel and high activity sources, has revealed tha
an explosion and subsequent fire would cause hdnofreleaths and severe damage to surrounding
buildings. Whereas in an explosion alone only a éasualties could be expected due to radiation
sickness in the area of 208mAmid the failure of SNF containment, aerosol edming mostly
volatile Kr-85 and semi-volatile Cs-137, would b#ted into the air leading to extensive
environmental contamination and potential exposifréhousands of individuals in the downwind
zone. The number of people expected to get expadsumesafe levels of radiation causing late effects
leading to cancerous deaths would not only depenthe strength of the radioactive materials but
would also depend on the timing and location of #i¢ack. Any evacuation/sheltering of

81 Ryan Crow Personnel Reliability Programg$Project Performance Corporation: McLean, Virg)ni
(http://www.ppc.com/modules/knowledgecenter/prp)aaifd references therein
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communities based on a 360° potential-hazard zose e adopted instead of a cone shaped zone
predicted by the code to eliminate the many astetiancertainties and changing wind directions in
real situations. Difficulties are likely to arise informing members of the public in an urban area
where it may not be practicable to evacuate sucpelaumbers, or in a rural situation where
individuals may be unaware of the incident and vgoattered about the countryside, may be difficult
to locate and advise in time. All exposed individuaill need to be monitored for health outcomes
over their lifetimes, especially those that suffieternal contamination. Massive decontamination
efforts would be needed for recovery and if decmitation remains unsatisfactory, institutional
controls would become essential. To dilute the equences of any successful sabotage event,
preplanning is very important through well develd@nd coordinated efforts of various agencies.
Periodic integrated table-top and field exerciseseld on credible scenarios developed on the biasis o
intelligence information gathering should remaia thcus at all levels.

The controls around various nuclear installationd eadiation facilities in Pakistan are enough to
deter and delay a terrorist attack and any malgidiversion would be detected in early stages. The
paper is an attempt to calculate the consequentdsrmrist acts of very remote probability
bordering near impossibility. Therefore, it candeacluded that the fabrication of a RDD and WMD
is not very attractive to a terrorist group in geth@nd specially within the context of Pakistan.
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